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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INTERNATIONAL SPECIAL COMMITTEE ON RADIO INTERFERENCE (CISPR)

CISPR Guidance document on EMC of equipment
connected to the smart grid (2025)

This document is an updated version of CISPR/1405/INF, which was originally prepared by
CISPR/S WG1 and made available in 2018.

Smart grid is composed of many subsystem and equipment. The most important concern is to
ensure that the complex smart grid system will work well as a system in the environment in
which it is intended to operate. One key aspect of system working is EMC and this guidance
document is intended to ensure proper EMC performance of the smart grid.

This guidance document provides information on EMC definitions and requirements for
equipment to be used in the smart grid. For example, definitions of port and requirements in the
existing standards of CISPR and TC 77 are introduced.

CISPR will update this guidance document as required to keep pace with technology
development. CISPR welcomes suggestions and proposals for the update of this guidance.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

CISPR Guidance document on EMC of equipment connected to the smart
grid

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

This document has been prepared by the Steering Committee of CISPR.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

C
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INTRODUCTION

Smart grid is a term which embraces an enhancement of the power grid to accommodate the
immediate challenges of today (such as the integration of distributed energy resources) and
provides a vision for the future power. Its main focus is on an increased efficiency, reliability,
observability and controllability of the power grid and connected users, for the benefit of all
concerned actors.

The emergence of plans for the implementation of the smart grid has risen to a high priority as
nations look to making their power supply infrastructure more efficient. The IEC has dedicated
much time and effort on developing standards which apply to the smart grid and to equipment
connected along the smart grid between the power generation source and the users. As
standards are applied, it is important that all equipment connected to the smart grid is designed
with electromagnetic compatibility (EMC) in mind. EMC is primarily intended to prevent such
equipment from causing interference to radio services, as well as to allow such equipment to
operate properly in the EM environment where it is installed. In addition, this equipment should
not cause conducted or radiated interference to nearby electronics which could include adjacent
smart grid equipment.

Y

Service
. Provider -~
-

b g

Bulk

Generation . _
N
W‘/

v

i .
Too%( Custo
e o Leses Customer
Transmission--<-< Distribution h

e S—— This guide applies

to the Customer
Domain

—  Secure Communication Interface
uuuuu Electrical Interface

Domain 1 e e e im e e = = .

Figure 1 A Conceptual Model of smart grid domains

Note: This figure is general but this guideline is limited to the customer domain

In 2011 CISPR set up a special working group reporting directly to the CISPR steering
committee. This working group is focussed on seeing where CISPR can contribute to
preventing RF interference from affecting the equipment connected to the smart grid in its EM
environment. To that end, the steering committee decided that a guidance document should
be prepared to clarify the applicability of emissions standards from equipment connected to the
smart grid. The guide will also indicate which immunity standards are applicable (further
information on basic immunity standards is available from IEC TC77).

This document is intended to provide guidance to IEC committees and others dealing with
standards covering EMC aspects that apply to equipment connected to the smart grid. This
document has been written taking into account IEC Guide 107 and the report on IEC web site:
http://www.iec.ch/smart-grid-and-emc

CISPR guidance for smart grid 14 March 2025


http://www.iec.ch/smart-grid-and-emc

-5_

Annex A describes in more detail the relevance of CISPR standards to smart grid including
examples.

1 Scope

This document provides guidance on the use of CISPR standards that apply to equipment connected to
the smart grid and intended to operate in the customer domain (see IEC smart grid roadmap). It will
also indicate which immunity standards are applicable. It does not apply to EMC in other domains.

This guidance document applies to all the equipment intended to be connected to the smart grid in
customer premises, including equipment which is:

e designed to participate in the smart grid functionality or control (for example: smart meters
or ancillary equipment intended for installation in the customer premise)

e used for local electricity generation and storage in the customer domain (for example Grid
Connected Power Converters)

This guide is not intended to apply to equipment that is outside the customer domain, whether part of
the smart grid or not

Note 1 Editors of standards for other domains should realise that protection from interference is optimal when
equipment in interconnected domains meets similar emission requirements.

Note 2 CISPR standards are not applicable to the control of intentional emissions from a radio transmitter as defined
by the ITU-R, nor to any spurious emissions related to these intentional emissions.

The objectives of this publication are to identify CISPR standards that focus on:

e an adequate level of protection allowing radio services to operate as intended ;

¢ allowing equipment connected to the smart grid to operate as intended in the expected EM
environment

e helping with reproducibility of measurement results.

Note: there are other non CISPR product standards instead of, or in addition to, the CISPR
standards referred to here, that are applicable to equipment connected to the smart grid.

2 Normative References

This document provides guidance and is intended to be informative, there are no normative
references but there are several documents cited in the bibliography at the end of this guide
that are useful in this discussion.

3 Definitions, acronyms and abbreviations

3.1 Terms and definitions

For the purpose of this document, the following terms and definitions apply. The definitions are
given in groups and may later be reordered in alphabetic manner.
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smart grid

electric power system that utilizes information exchange and control technologies, distributed
computing and associated sensors and actuators, for purposes such as:

« integrating the behaviour and actions of the network users and other stakeholders,

« efficiently deliver sustainable, economic and secure electricity supplies

NOTE 1to entry: A smart grid employs products and services together with monitoring, control, communication, and
self-healing technologies to:

- facilitate the connection and operation of generators of all sizes and technologies;
- allow consumers to play a part in optimizing the operation of the system;
- provide consumers with greater information and choice of supply;

- deliver enhanced levels of reliability and security of supply

NOTE 2 to entry: Equipment connected to the smart grid is any equipment that is connected to a mains network that
has smart grid functionality.”

3.1.2
customer domain
domain that includes smart power consumption, local production, home and building automation

3.1.3
port
physical interface of the specified equipment with the external electromagnetic environment

[IEC 61000-6-3, definition 3.1.1]

314
AC/DC mains power port
port used to connect to the AC or DC mains supply network

NOTE 1 to entry: Equipment with a DC power port which is powered by a dedicated AC/DC power converter

NOTE 2 to entry: DC power ports supporting communications can also be wired networks ports, for example Ethernet
ports which include Power Over Ethernet (POE).

315

analogue/digital data port

signal/control port (3.1.12), antenna port (3.1.6), wired network port (3.1.13), broadcast receiver
tuner port (3.1.7), or optical fibre port (3.1.10) with metallic shielding and/or metallic strain relief
member(s)

[CISPR 32 ed. 2.0, definition 3.1.2]

3.1.6

antenna port

port, other than a broadcast receiver tuner port (3.1.7), for connection of an antenna used for
intentional transmission and/or reception of radiated RF energy

[CISPR 32 ed. 2.0, definition 3.1.3]
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broadcast receiver tuner port

port intended for the reception of a modulated RF signal carrying terrestrial, satellite and/or
cable transmissions of audio and/or video broadcast and similar services

NOTE to entry: This port may be connected to an antenna, a cable distribution system, a VCR or similar device.

[CISPR 32 ed. 2.0, definition 3.1.8]

3.1.8

PLC port (Power and telecommunications)

port that connects to the low voltage AC mains power network for the purpose of data transfer
and communication, and may also supply electrical energy to the EUT

Note 1 to entry: PLC ports are also called PLT ports.

3.1.9
enclosure port
physical boundary of the EUT through which electromagnetic fields may radiate

[CISPR 32 ed. 2.0, definition 3.1.13]

3.1.10
optical fibre port
port at which an optical fibre is connected to an equipment

[CISPR 32 ed. 2.0, definition 3.1.25]

3.1.1

RF modulator output port

port intended to be connected to a broadcast receiver tuner port in order to transmit a signal to
the broadcast receiver

[CISPR 32 ed. 2.0, definition 3.1.29]

3112

signal/control port

port intended for the interconnection of components of an EUT, or between an EUT and local
AE and used in accordance with relevant functional specifications (for example for the maximum
length of cable connected to it)

NOTE to Entry: Examples include RS-232, Universal Serial Bus (USB), High-Definition Multimedia Interface (HDMI),
IEEE Standard 1394 (“Fire Wire”).

[CISPR 32 ed. 2.0, definition 3.1.30]

3.1.13

wired network port

point of connection for voice, data and signalling transfers intended to interconnect widely
dispersed systems by direct connection to a single-user or multi-user communication network
(for example CATV, PSTN, ISDN, xDSL, LAN and similar networks)

NOTE to entry: These ports may support screened or unscreened cables and may also carry AC or DC power where
this is an integral part of the telecommunication specification.

[CISPR 32 ed. 2.0, definition 3.1.32]
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electromagnetic compatibility

the ability of an equipment or system to function satisfactorily in its electromagnetic environment
without introducing intolerable electromagnetic disturbances to anything in that environment

[IEV 702-08-66]

3.1.15

electromagnetic disturbance

any electromagnetic phenomenon which may degrade the performance of a device, equipment
or system, or adversely affect living or inert matter

NOTE to entry: An electromagnetic disturbance may be an electromagnetic noise, an unwanted signal or a change
in the propagation medium itself.

[IEV 702-08-04]

3.1.16

electromagnetic interference

EMI

degradation of the performance of an equipment, transmission channel or system caused by an
electromagnetic disturbance

NOTE to entry: In English, the terms “electromagnetic disturbance” and “electromagnetic interference” designate
respectively the cause and the effect, but they are often used indiscriminately.

[IEV 702-08-29]

3.2 Abbreviations

For the purposes of this document, the following abbreviations apply.

NOTE: Abbreviations not shown here are defined at their first occurrence in this document.

EM Electro-Magnetic

EMC Electro-Magnetic Compatibility

ITE information technology equipment

LV Low Voltage

NIST National Institute of Standards and Technology, Boulder, CO, USA
PLC power Line Communication

RF Radio Frequency

SGIP Smart Grid Interoperability Panel (NIST)

4 Ports connected to the smart grid

The basic concept covered here is to map the EMC requirements from existing CISPR product
standards (see IEC Guide 107) onto equipment connected to the smart grid

The requirements for equipment connected to the smart grid in the customer domain are
contained in the CISPR product family or generic emission standards. These requirements are
applied on a port by port basis. Figure 1 shows a view of the ports that might be found on smart
grid equipment in the customer domain.
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Figure 2 Ports that may be found in equipment connected to a smart grid

While the ports may be specifically input or output, it is expected that in many cases for
equipment connected to the smart grid, ports will be both input and output.

Emission limits and test methods relevant to equipment connected to the smart grid can be
found in the specific product family standards (see table 1) or, where no product family standard
exists, in the generic emission standard. Smart grid is characterized by data exchange with the
grid, and about the power delivered from/to the grid

The following technologies are considered in current implementations and/or future
developments of the smart grid:

e PLC <150 kHz,

e PLC between 150 and 500 kHz,

e PLC>1700 kHz,

e GPRS/UMTS,

e WIMAX/LTE,

e meshed RF,

e wired IP

5 CISPR standards relevant to equipment connected to the smart grid

Table 1 contains a list of publications which give the general and fundamental conditions or
rules for the assessment of EMC and related performance of all equipment connected to the
smart grid.
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Table 1 Basic standards

Publication * Latest issue
CISPR 16-1-1 2019-05
CISPR 16-1-2 2017-11
CISPR 16-1-4 2023-04
CISPR 16-1-5 2016-12
CISPR 16-1-6 2022-03
CISPR 16-2-1 2017-06
CISPR 16-2-3 2023-06
CISPR 16-4-2 2018-08

CISPR 17 2011-06
IEC 61000-4-20 2022-02
IEC 61000-4-21 2011-01
IEC 61000-4-22 2010-10

Table 2 contains a list of publications related to a particular environment, which specify the set
of essential EMC requirements and test procedures, applicable to all the products or systems
intended for operation in this environment for smart grid, if no specific EMC Standards for a
particular product family, product, system or installation exist.

Table 2 Generic standards

Publication *

Latest issue

IEC 61000-6-3 2024-02
IEC 61000-6-4 2009-03
IEC 61000-6-8 2020-07

Table 3 contains a list of publications which contain the generally accepted emission
requirements for equipment connected to the smart grid. Under normal circumstances the
product family (CISPR) standards will be used but the generic standard (IEC 61000-6-3) is
available where no appropriate product family standard has been published.

CISPR guidance for smart grid 14 March 2025



- 11 -

Table 3 Publications containing applicable emission limits and test methods

Publication * Latest issue
CISPR 11 2024-02
CISPR 12 2009-03

CISPR 14-1 2020-09
CISPR 15 2024-07
CISPR 32 2019-10
CISPR 25 2021-12

* The basic publications in the CISPR 16 series (maintained by IEC CISPR SC A) are included in these standards by
reference

For completeness Table 4 contains the immunity publications that are most likely to be
appropriate for equipment connected to the smart grid in the customer domain. As for emission
standards the product family standard would normally be applicable. The generic standard (IEC
61000-6-1) is available where no appropriate product family standard has been published (for
further detail on IEC 61000-6-1 contact IEC TC 77).

Table 4 Related Immunity standards

Publication* Latest issue
CISPR 14-2 2020-08
CISPR/TR 18-2 2017-10
IEC 61547 2020-03
CISPR 35 2016-08
IEC 61000-6-1 2016-08
IEC 61000-6-2 2016-08

* The basic standards in the IEC 61000-4 series (maintained by IEC TC77) are included in these standards by
reference

6 Remaining areas to be studied

Following a review of the content of relevant IEC EMC standards, we conclude that although
most of the EMC is well covered, some areas of concern still exist.

The remaining areas of concern for the EMC of equipment connected to a smart grid are:

e Frequencies between 9 kHz and 150 kHz are not covered in the majority of the CISPR
standards

e Installations where the distance between fixed equipment is short; measuring facilities will
need to be fully defined

We note that there are measurement methods and limits for the frequency range below 150 kHz
contained in some CISPR standards for example:

e CISPR 14-1 for induction cooking equipment
e CISPR 15 for lighting equipment
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e CISPR PAS 39:2024

CISPR PAS 39 is specifically addressed to the protection of smart meters in the band from 9 to
150 kHz.

There is also a potential need to assess the impact of smart grid in terms of the EMC model
and impact on the local environment.
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Annex A
(Informative)

CISPR and the smart grid

A.1 Introduction

This annex gives further information as to the situations where EMC is of importance to the
smart grid.

A.2 Examples of possible interference cases

As background here are some examples of broad categories of potential interference cases that
may need to be considered:

e Coupling of conducted RF disturbances from LV AC mains installations into equipment
connected to the smart grid particularly in the frequency range below 150 kHz.

e Coupling of RF disturbances from intentional (such as wireless transmitters) and
unintentional radiators causing interference in equipment connected to the smart grid.

e Commonly occurring EM events like electrostatic discharges, fast transients and power line
disturbances causing interference to equipment connected to the smart grid.

e High level EM disturbances from natural phenomena such as lightning surges and
geomagnetic storms and even by intentional terrorist acts causing interference into
equipment connected to the smart grid.

A.3 Applicable CISPR standards:

Since both the use of wireless communications and communications over power/mains lines is
a key part of the smart grid system, the use of CISPR standards is essential to minimize the
risk to both radio services and to electronic products in close proximity to smart grid devices.
Only CISPR has this international role of standardization for RF emissions.
Here are the standards that should be referenced in all smart grid planning:

e CISPR 11 (Emission from industrial, scientific, and Medical devices)

e CISPR 32 (Emissions from information technology and multimedia equipment as well
as receivers). This is identified in IEC TR 63097:2017 smart grid standardization
roadmap.

e CISPR 16 is the also indirectly applicable. Its various parts include basic RF
measurement methods and test instrumentation specifications including measurement
uncertainty and is referenced in other CISPR product committee standards

e CISPR 35 for immunity of ITE in smart grid control and appliances/devices. This
standards references much of the TC77 immunity test standards with additional
information on the particular test set up and device operation

e CISPR 12 or CISPR 25 for vehicles provides test methods for emission measurements
which is considering the impact of electrical vehicles and distributed charging stations

A.4 Example of smart grid interference and application of CISPR 11

Power inverters and/or switched mode power supplies of user equipment are likely to cause
conducted disturbances on the mains cord. These disturbances potentially can cause
performance degradation of other equipment connected to the same Smart Micro-Grid or LV
a.c. mains used in a structure. smart grid meters that would be located at the power entrance
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to the structure would be controlled by smart grid communications and used for registration of
amounts of electric energy passing through the meter. Such disturbances could affect the
proper operation of the meter. There is evidence that household appliances and lighting
equipment can be switched from stand-by mode to active mode of operation by these kinds of
conducted disturbances when these disturbances triggered an unwanted event communicated
falsely over the smart grid system. Action will also to have taken to supplementing existing
immunity standards for such devices as well as the Smart meters themselves.

CISPR 11 contains test methods and limits which, when applied, would limit this undesired
response.
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