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Executive summary 
 

In recent years, brain-computer interface (BCI), an emerging technology that 

facilitates communication between brain and computer, has garnered significant 

attention. BCI has impacted a variety of industries, such as healthcare, neuroscience 

research, education, and human machine interactions.  

To foster international collaboration and highlight recent innovations in BCI 

technology, the ISO/IEC JTC 1/SC 43 organized Brain-computer interface 

symposium: bridging innovation and application in partnership with the IEC 

Academy and Standards Australia. Held in Sydney, Australia, on September 4th, 2024, 

the symposium served as a platform for experts to discuss technological 

advancements, product applications, ethical considerations, legal frameworks, and 

standardization. This report encapsulates the key discussions and outcomes from the 

symposium. 
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Section 1 Introduction 

Brain-computer interface (BCI) has emerged as a groundbreaking technology in 

various areas, including healthcare, industrial controls, learning, education and 

training, smart home and entertainment (see Figure 1). 

 

Figure 1 BCI applications 

 

A BCI is a direct communication pathway between the brain and an external 

device, bypassing conventional pathways of peripheral nerves and muscles. In 1973, 

Jacques J. Vidal of UCLA coined the term Brain-Computer Interface in his paper 

"Toward Direct Brain-Computer Communication” (see Figure 2)1. Figure 3 illustrates 

the history of BCI. BCIs enable users to control devices or interact with software 

through brain activity alone, without the need for physical movement (see Figure 4). 

In general, BCI provides the following benefits: 

⚫ Empowering people: Enhancing quality of life for individuals with disabilities. 

⚫ Advancing healthcare: Improving diagnosis, treatment, and rehabilitation 

processes. 

⚫ Pushing technological boundaries: Paving the way for innovative interfaces and 

interaction paradigms. 

The BCI market is experiencing significant growth. According to Modor 

Intelligence, the Global Brain-computer Interface Market size is estimated at USD 2 

billion in 2024, with expectations of reaching USD 3.25 billion by 2029, growing at a 

CAGR (compound annual growth rate) of 10.29% during the forecast period from 

2024 to 2029 (see Figure 5). Notably, the Asia-Pacific region, especially in countries 

like China and Japan, is expected to see substantial growth in the BCI market (see 

Figure 6).  
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Figure 2 The term 'Brain-Computer Interface' was first proposed by Jacques Vidal in 19731. 

 

 
Figure 3 History of BCI 
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Figure 4 Components of a typical BCI system  

 

 
Figure 5 Global BCI market 
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Figure 6 BCI market - growth rate by region  
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Section 2 Standardization work within ISO/IEC JTC 1/SC 43 

BCI shows promise but requires standardized procedures. Standardizing BCI 

improves effectiveness, enhances patient safety, and reduces costs of medical 

treatments. Establishing standardization in BCI processing is crucial to ensure reliable 

and valid results across different settings. Efforts include developing automated 

methods for artifact removal and standardized BCI data interpretation. 

ISO/IEC JTC 1/SC 43 is the first international standards committee in the field 

of BCI. The subcommittee is created as a systems integration entity where it will 

work with other ISO, IEC and JTC 1 committees. As stated in the scope, SC 43 will: 

⚫ Serve as the focus and proponent for JTC 1’s standardization program on 

Brain-computer Interfaces, including the development of foundational 

standards. 

⚫ Provide guidance on Brain-computer Interfaces to JTC 1, IEC, ISO, and 

other entities developing applications of BCI. 

SC (Subcommittee) 43 has set up 3 WGs (Working Groups), 2 AGs (Advisory 

Groups), 2 AhGs (Ad Hoc Groups) covering the following aspects: 

⚫ WG 1 on Foundational standards: Is currently responsible for the 

development of ISO/IEC 8663 Information Technology - Brain-computer 

Interfaces - Vocabulary, ISO/IEC 27572 Information Technology - 

Brain-computer Interfaces - Reference Architecture and PWI (Preliminary 

Work Item) JTC1-SC43-4 Information Technology - Brain-computer 

Interfaces - Hardware interfaces and protocols. Terms of Reference include: 

Development of Information Technology - Brain-computer Interfaces - 

Vocabulary; development of foundational standards for Brain-computer 

Interfaces, such as a reference architecture; where appropriate, alignment 

with the standing document by JTC 1/AG 8 (JTC 1 N16431) meta reference 

architecture. 

⚫ WG 2 on Applications: Is currently responsible for ISO/IEC TR (Technical 

Report) 27599 Information Technology - Brain-computer Interfaces - Use 

Cases. Besides this, WG 2 is dedicated to collecting more use cases, 

analyzing standardization requirements and developing cross-domain 

application standards. 

⚫ WG 5 on BCI data: Is currently responsible for the development of ISO/IEC 

TS (Technical Specification) 27571 Information Technology - 

Brain-computer Interfaces - BCI data format for Non-Invasive brain 

information collection and PWI JTC1-SC43-3 Information Technology - 

Brain-computer Interfaces - Invasive BCI Multi-modal Neural Data Format. 

Terms of Reference include: Development of a BCI Data framework; 

development of BCI Data processing regarding collection, representation, 

visualization, transmission and storage in BCI Data framework; 

development in the following areas: BCI Metadata; brain information 
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acquisition and data fusion specification; standardization of neural data 

representation; characterization, standardization of multiple-modal 

information. 

⚫ AG 3, Chair’ s Advisory Group (CAG): Its terms of reference is tracking the 

development of technologies in this field, finding the standardization 

requirements in this field, and developing business plans and roadmaps. 

⚫ AG 4, Liaisons and Communications Advisory Group (LCG): AG 4 has 

objectives to provide support for the liaisons and communications with other 

SDOs and strengthen the communications between SC 43 and its liaisons 

and other SDOs. 

⚫ AhG 6 on Ethics and Trustworthiness: It focuses on tracking the issues and 

concerns, and identifying potential work items related to ethics, robustness, 

reliability, security, safety, privacy, etc. in the field. Besides, AhG 6 is 

dedicated to facilitating the development of the work for PWI TR 

JTC1-SC43-1 Information Technology - Ethical Guidelines of 

Brain-computer Interfaces, and PWI JTC1-SC43-2 Information Technology 

- Brain-computer Interfaces - Safety and Security General Requirements. 

⚫ AhG 7 on Application of Non-Invasive BCI for Disorders of Consciousness: 

It focuses on tracking the issues and concerns, and identifying potential 

works related to the BCI application for disorders of consciousness. Besides, 

AhG 7 is dedicated to facilitating the development of a PWI on application 

of Non-Invasive BCI for disorders of consciousness and conducting the gap 

analysis of relative standards. 

SC 43 launched a series of seminars focused on BCI to explore their applications, 

investigate new technologies, discuss future development directions, and foster 

collaboration in the establishment of standards for BCI. The remainder of this report 

will outline the details of the international BCI Symposium. 
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Section 3 Brain-computer Interface Symposium 

3.1  Overview 

This section presents a comprehensive overview of BCIs, focusing on various 

aspects including design considerations, medical applications, commercialization 

cases, ethical and legal implications, and standardization efforts. By exploring these 

aspects, we seek to contribute to the ongoing development and improvement of BCI 

technology. 

 

3.2  User-Centric Design 

Teahwa Han, a professor at Health-IT Center, Yonsi University Severance 

Hospital and the Vice Chair and Working Group 5 convenor of IEC SyC (Systems 

Committees) AAL (active assisted living), gave a presentation titled "Design 

considerations on the BCI: User-centric perspective". 

User-centric BCIs are designed with a primary focus on the needs, preferences, 

and experiences of the end user. Unlike traditional BCIs that may prioritize technical 

specifications or clinical outcomes, user-centric BCIs emphasize usability, 

accessibility, and personalization to enhance the overall user experience. User-centric 

design considers the user's perspective at every stage of the design process, from 

wireframing and prototyping to usability testing. Relevant definitions are illustrated in 

Figure 7, Figure 8 and Figure 9. Particularly, usability is a critical aspect of BCI, as it 

directly impacts the effectiveness and acceptance of these technologies by users. A 

comparison of key attributes, history of usability, and testing methods for usability 

like PCA analysis, can be found in Figure 10, Figure 11, and Figure 12, respectively. 

 

 

Figure 7 UI, usability and user experience 
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Figure 8 “Usability” definitions in papers 

 

Figure 9 “Usability” definitions in standards 

 

Figure 10 Comparison of key attributes for usability 
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Figure 11 History of usability  

 

 

Figure 12 Usability testing methods 

 

 In 2023, the global population aged 80 and over is estimated at 160 million, 

making up about 2% of the total population. By 2100, this group is expected to grow 

significantly, comprising 38.9% of the elderly population. With the rapidly growing 

elderly population, there has been significant interest in research related to the use of 

BCIs2–5. However, there are several unique BCI usability challenges when designing 

for elderly users. These challenges encompass cognitive barriers, physical 

impairments, motivational issues, and perception barriers, which are detailed in the 

following paragraphs (see Figure 13). They stem from a combination of age-related 

factors including cognitive decline, brain shrinkage, increased disease risk, and 

physical decline. These factors must be carefully considered to develop effective and 

accessible technology. 

⚫ Cognitive barriers: Elderly individuals may struggle with BCI products due to 

cognitive impairments such as memory loss, attention deficits, reduced working 

memory, and diminished spatial awareness (see Figure 14). A potential solution is 

to design user-friendly interfaces specifically for the elderly users. 
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⚫ Physical impairments: BCI systems should integrate requirements addressing 

physical disabilities during the design phase to avoid usability issues and enhance 

comfort for elderly users (see Figure 15). A potential solution is to ensure designs 

accommodate physical limitations and improve user comfort. 

⚫ Motivational issues: Advanced technology can cause anxiety or resistance in 

elderly users due to unfamiliar concepts, complexity, and fear of failure (see 

Figure 16). A potential solution is to develop BCI tools that are comfortable, easy 

to use, and robust to support users effectively. 

⚫ Perception barriers: sensory signal discrepancies can make it difficult for BCIs to 

interpret brain signals and provide feedback accurately for elderly users (see 

Figure 17). A potential solution is to simplify interactions and design with 

accessibility in mind to address perceptual barriers. 

By overcoming these hurdles, developers can create more effective user-centric 

BCIs that significantly enhance the lives of elderly individuals. Figure 18 

demonstrates BCI use cases for stroke rehabilitation.  

 

 

 

Figure 13 Ageing-related changes and barriers 

 

Figure 14 Cognitive barriers 
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Figure 15 Physical impairments 

 
Figure 16 Motivational issues 

 

Figure 17 Perception barriers 

 

Figure 18 BCI use cases for stroke rehabilitation 

 

Various standards guide usability, including ISO/IEC guidelines for software 

quality, user interface accessibility, and medical device safety (see Figure 19). These 

standards ensure products meet high usability and accessibility requirements. Besides, 

regulations like the ADA (Americans with Disabilities Act), the EU (European) 

Accessibility Act, and WHO (World Health Organization) guidelines promote 

usability and accessibility (see Figure 20). These regulations ensure that products are 

designed with all users in mind, providing equal access and functionality. 
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Figure 19 Related standards activities 

 

Figure 20 Considerable current regulations 

To effectively develop user-centric BCI for older adults, it is essential to 

establish specific usability criteria that address cognitive, physical, motivational and 

perception challenges (see Figure 21). By focusing on adaptive interfaces, ergonomic 

designs, personalized experiences, and robust privacy measures, it can enhance the 

usability and adoption of BCls, ultimately improving the quality of life and 

independence for older users. Figure 22 illustrates key considerations for elderly BCI 

users.  
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Figure 21 Users’ perception for BCI 

 
Figure 22 Key considerations for elderly BCI users 

  

3.3  Application 

3.3.1 Clinical Application 

3.3.1.1 DOC 

Professor Jiahui Pan, the Vice Dean of the School of Artficial Intelligence at 

South China Normal University, presented progress and challenges in BCI for patients 

with Disorders of Consciousness (DOC). 

Disorder of consciousness is a state of prolonged altered consciousness, with 

cognitive motor dissociation (CMD) being a subset of this condition. Conventional 

clinical assessments may fail to detect residual cognitive function in DOC patients. 

BCIs could be utilized to detect covert awareness through neuroimaging techniques 

like electroencephalography (EEG) or functional magnetic resonance imaging (fMRI), 

providing valuable information about the patient’s consciousness. BCIs have the 

potential to improve assessment methods, facilitate communication, and open up new 

possibilities for therapeutic avenues. 
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The potential application of BCIs for DOC patients in diagnosis and prognosis 

has recently been demonstrated in several studies. Severe brain injury and low level of 

cognitive functions of patients bring challenges to BCI-based awareness detection. 

The challenges mentioned above can be addressed by utilizing hybrid BCIs and 

optimizing paradigm designs. Hybrid BCIs such as combining P300 and SSVEP 

(Steady-State Visual Evoked Potential), EEG with eye-tracking, and integrating visual 

and auditory stimuli, have been successfully employed in tasks like photo recognition, 

number recognition, emotion recognition and Yes/No communication (see Figure 23). 

Automatic sleep staging and spindle detection offer valuable insights into 

neurological disorders, enhancing the diagnosis of sleep disorders and improving 

monitoring and treatment. These tools are also utilized in consciousness assessment 

and prognosis in DOC patients. Distinct sleep architectures are observed in healthy 

individuals, minimally conscious state (MCS) patients who exhibit a reproducible but 

inconsistent awareness and unresponsive wakefulness syndrome (UWS) patients who 

are characterized by arousal without awareness.  

These means can enhance the effectiveness of BCI-based awareness detection, 

auxiliary diagnosis, prognosis and rehabilitation. 

 
Figure 23 BCI paradigm (Audiovisual paradigm) for DOC 

3.3.1.2 Neuromodulation 

Professor Lin Yao, the founder of the Italian Centre of Neurofeedback and 

Biofeedback, introduced current trends and practices in BCI-based neuromodulation. 

Neuromodulation is a rapidly-growing area of research that includes a diverse 

range of both implantable and non-invasive technology-based methods for treating 

neurological and neuropsychiatric disorders. It refers to interfacing and intervening 

with the nervous system using chemical, electrical, electromagnetic, or optogenetic 

methodologies to achieve long-term inhibition, activation, modification, or regulation 

of neural activity6. Therapies such as magnetic stimulation, electrical stimulation, 
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ultrasound stimulation, and sound stimulation have all demonstrated encouraging 

outcomes for a variety of neurological and neuropsychiatric disorders. Different 

modalities for non-invasive brain stimulation are illustrated in Figure 24 and Figure 

25. Neuromodulation like tACS (transcranial alternating current stimulation) 

stimulation, rTMS (repetitive transcranial magnetic stimulation), tFUS (transcranial 

focused ultrasound stimulation), auditory stimulation, tactile modulation, have been 

shown to shown to enhance working memory, alleviate depression, manage 

Parkinson's disease, aid in stroke recovery, and improve prosthesis control. After 

discussing current trends in BCI-based neuromodulation, he provided examples of 

digital neuromodulation for ADHD/ASD children and sensory modulation for 

BCI-deficiency problem to highlight practices for brain modulation. 

 

 

Figure 24 Different modalities for non-invasive brain stimulation 

 

Figure 25 Widely used non-invasive techniques for neuromodulation 

Attention-deficit/hyperactivity disorder (ADHD) is one of the most prevalent 

psychiatric disorders in children, characterized by symptoms such as impulsivity, 

hyperactivity, and inattention. Autism spectrum disorder (ASD), commonly known as 

autism or autistic disorder, is a widespread neurodevelopmental condition that 

typically occurs in early childhood. Key features of ASD include challenges with 

speech communication, difficulties in social interactions, repetitive behaviors, 

restricted interests, and often intellectual impairments. The prevalence of ADHD and 
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ASD among children in China and the United States are illustrated in Figure 26. Both 

ADHD and ASD are associated with various adverse health outcomes for those 

affected and impose significant financial burdens on families and societies. 

Conventional therapies, including medication and cognitive-behavioral therapy (CBT), 

are frequently challenged by problems such as poor compliance, side effect, 

subjectivity and high cost. The emerging technology of BCI-based digital modulation 

offers a promising supplement to these existing treatment methods. Core symptoms of 

ADHD and ASD and closed-loop modulation are presented in Figure 27. EEG and 

eye-tracking technologies have been employed to quantify symptoms in areas such as 

emotion evaluation，sustained attention evaluation and social joint attention evaluation. 

In terms of closed-loop modulation, a hybrid multi-task digital game has proven 

effective in helping children with ADHD enhance their sustained attention. Besides, a 

system that integrates BCI with ChatGPT is designed to assist children with ASD in 

improving social engagement and language communication. 

 
Figure 26 ASD and ADHD prevalence 
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Figure 27 Core symptoms of ADHD and ASD and closed-loop modulation 

 

Motor imagery based BCI is the key paradigm for stroke rehabilitation. There is 

BCI-deficiency problem in stroke population during BCI motor control - experiments 

evidence illustrates that there exists about 30% of people, whose BCI performance is 

less than 70% accuracy7. Neurofeedback-based training is challenging for BCI-control. 

Performance can be enhanced by optimizing the decoding algorithm and the paradigm 

design. When it comes to decoding algorithms, deep learning approaches have shown 

superior performance in MI-based BCI decoding compared to traditional machine 

learning methods like CSP and FBCSP. For stoke patients, transfer learning has been 

shown to improve decoding accuracy. Regarding paradigm design, incorporating 

tactile stimulation has been found to boost BCI performance. Brain signal modalities 

with respect to tactile BCI construction include steady-state somatosensory evoked 

potential (SSSEP), tactile P300 and tactile ERD (event-related desynchronization) 

(see Figure 28). Tactile sensation tasks can induce ERD on the contralateral 

hemisphere. The imagined tactile task and the real tactile stimulation task exhibit 

similar cortical patterns for discriminating left and right-hand tasks. Furthermore, the 

somatosensory cortex is mainly activated during the real/imagined tactile tasks. 

Tactile-assisted MI training has been shown to enhance performance, enabling faster 

calibration. Tactile-assisted BCI is beneficial for BCI-deficient users in closed-loop 

modulation (see Figure 29). Specifically, the experimental paradigm by integrating 

motor attempt with tactile stimulation has been shown to enhance BCI accuracy in 

stroke patients. Physiological analyses revealed that tactile stimulation during motor 

attempts led to significantly greater cortical activation in the sensorimotor area, and 

corresponding brain patterns are more discriminative. This improvement in 

physiological characteristics led to a notable increase in BCI decoding accuracy. 

Collectively, these findings suggest that somatosensory input is essential for motor 

execution, and that suitable tactile stimulation enhances BCI classification accuracy in 

stroke patients. The innovative SMR-BCI paradigm holds significant potential for 

enhancing the practical application of BCI-based stroke rehabilitation (see Figure 29, 

Figure 30)8.  

 

Figure 28 Brain signal modality with respect to tactile BCI construction 
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Figure 29 Closed-loop tactile modulation for BCI-deficient users 

 

 

Figure 30 Tactile-assisted MI Decoding in BCI-driven Stroke Rehabilitation 

 

In the future, efforts will concentrate on adaptive modulation, moving from 

open-loop to closed-loop modulation. Additionally, there will be a focus on 

BCI-based hybrid digital evaluations and interventions that combine different 

modalities such as EEG, eye-tracking, and behavioral data. 

By integrating genetic, metabolomic, behavioral, neuroimaging and EEG data, 

precision medicine aims to develop a more comprehensive understanding of health 

conditions, leading to improved diagnosis, treatment selection, and patient outcomes. 

Achieving precision psychiatry requires large and diverse datasets, along with the 

integration of different data types.  

3.4  Industry 

Dr. Kiwon Lee, CEO of Ybrain, delivered a presentation titled “Industry-driven 

BCI Development in South Korea : Regulatory Status and Commercialization Cases”. 

Emotional conditions like depression (see Figure 31), along with cognitive 
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impairments like dementia and the effects of aging (see Figure 32), can lead to slower 

brain activities and challenges in processing information. Furthermore, individuals 

with physical disabilities, such as patients with spinal cord injuries, are unable to send 

brain signals to their muscles, resulting in an inability to move despite having a 

healthy brain (see Figure 33). In the field of BCI, there are two kinds of approaches to 

deal with these challenges. The first approach involves changing brain status through 

stimulation, which can be utilized in medical devices (electroceuticals) for treatment 

or brain enhancement. The second approach focuses on decoding brain signals to 

provide new mobility devices individuals with disabilities, as well as using these 

signals in XR (extended reality) and Metaverse applications. 

 

 

Figure 31 Brain activity - emotion / depression 

 

Figure 32 Brain activity - cognition, aging / dementia 
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Figure 33 Brain activity - movement / disability 

The regulatory status of BCI devices is illustrated in Figure 34. In Korea, 

non-invasive BCI devices used for monitoring are categorized as Class 2 medical 

devices, while those intended for stimulation fall under Class 3, indicating that the 

Korean government views stimulation as relatively riskier than monitoring. In 

contrast, the US FDA classifies all non-invasive BCI devices as Class 2, regardless of 

their application in monitoring or stimulation. Overall, manufacturers of brain 

stimulation devices face increasing challenges when trying to enter markets. To target 

medical applications effectively, they must meet specific requirements such as 

biocompatibility. 

 

Figure 34 Regulatory status 

The electroceuticals industry is experiencing a shift from invasive to 

non-invasive stimulation techniques for at-home treatment, with an increasing number 

of novel indications including cancer, essential tremor, migraine, and ADHD. 

However, the influx of medical devices into the market faces significant challenges 

due to the complexities of healthcare systems involving multiple stakeholders: the 

receiver, provider, and financier (see Figure 35). These systems can be classified into 

three types - national health service, national health insurance and free market, based 
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on the relationships among these stakeholders (see Figure 36). The healthcare system 

in Korea is illustrated in Figure 37, Figure 38 and Figure 39. In contrast to consumer 

products, healthcare products involve more stakeholders, with the roles of government 

and the medical community being particularly significant (see Figure 40). Therefore, 

Dr. Kiwon Lee emphasized the importance of government-driven innovation and 

collaboration with the medical society. 

 

Figure 35 Players of health care system 

 

Figure 36 Types of healthcare system 

 

Figure 37 Healthcare system 
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Figure 38 Current expenditure on health 

 

Figure 39 Doctors Consultation 
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Figure 40 Healthcare vs. consumer product 

 

Subsequently, Dr. Kiwon Lee presented non-invasive BCI for medical 

applications, using Ybrain as a case study. Ybrain is a manufacturer that has 

developed non-invasive BCI stimulators for treating depression, and many clinical 

trials have demonstrated the efficacy and safety of these BCI devices (see Figure 41 

and Figure 42). The company has collaborated with both the medical society and the 

government, receiving recognition from them (see Figure 43, Figure 44 and Figure 

45). These non-invasive BCI devices have proven successful in treating major 

depressive disorder (MDD) and are currently the only non-pharmaceutical treatment 

option available in the South Korean market. The company is also commercializing 

BCI-based diagnosis support and monitoring systems to improve the platform's 

integrity (see Figure 46). The usage of Ybrain’s BCI platforms by psychiatry clinics is 

depicted in Figure 47. Furthermore, the company aims to expand its applications in 

collaboration with major players in other industry sectors (see Figure 48). He then 

presented commercialization cases from these sectors covering fields such as driver 

management, military applications, and cosmetics (see Figure 49 - Figure 54). 

Notably, there have been no commercial cases in the field of invasive BCIs. However, 

a transition from non-invasive mobility BCIs to invasive mobility BCIs is currently 

underway to provide new solutions for disabled patients. What’s more, to facilitate 

development and commercialization, standardization is crucial. Benefits and 

opportunities for standardization are highlighted in Figure 55. 
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Figure 41 Non-invasive BCI (stimulation) - clinic-to-home electroceutical platform 

 

Figure 42 Non-invasive BCI (stimulation) - pivotal clinical trial (major depressive disorder) 
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Figure 43 Collaboration with medical society and government 

 

Figure 44 Nation-wide campaign for depression education and treatment 

 

Figure 45 Recognition by medical society and government 
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Figure 46 Non-invasive BCI (monitoring/stimulation) - psychiatry clinics 

 
Figure 47 Usage of Ybrain’s BCI platforms 

 

Figure 48 Expansion strategy 
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Figure 49 Non-invasive BCI (monitoring) - mobility BCI for disabled 

 

Figure 50 Non-invasive BCI (monitoring) - driver monitoring BCI for safety 
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Figure 51 Non-invasive BCI (monitoring) - military BCI for command system 

 
Figure 52 Non-invasive BCI (monitoring) - wearable BCI for epilepsy patients 



31 
 

 

Figure 53 Non-invasive BCI (monitoring) - BCI for personalized cosmetics 

 

Figure 54 Non-invasive BCI (monitoring) - earbud BCI for mental health and sleep 

 
Figure 55 Standardization benefits and opportunities 

3.5  Ethics and laws 

BCI represents a rapidly evolving frontier in neuroscience research, with the 
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potential to revolutionize numerous domains, such as medicine, communication, 

entertainment, education, industry, military applications, and crime and criminal 

justice applications. However, these promising developments also give rise to a range 

of ethical, social, and legal challenges that require careful examination and discussion. 

Lorraine Finlay, the Human Rights Commissioner at the Australian Human 

Rights Commission, gave a presentation entitled “Protecting Cognition: 

Neurotechnology and Human Rights”. The application of BCI technology needs to 

follow strict ethical principles to ensure the protection of patients’ rights and interests. 

First, she presented the project on the human rights implications of new 

technologies completed by the Australian Human Rights Commission (see Figure 56). 

The project helps to take advantage of new technologies, while safeguarding human 

rights. As these technologies reshape our world, they bring both significant 

opportunities and threats to human rights. People want fair and safe technology, 

highlighting the intrinsic link between technology and human rights in both digital 

and physical worlds. It is essential to use technology responsibly and ethically, which 

requires stronger laws and policies to protect human rights effectively. 

 

Figure 56 Human Rights and Technology Project 

 

Then, she presented the project on “Protecting Cognition: Background Paper on 

Human Rights and Neurotechnology” (see Figure 57). The project seeks to identify 

the human rights risks associated with neurotechnologies, particularly focusing on the 

rights to privacy、freedom of thought, conscience and religion or belief、right to 

equality and non-discrimination. The right to privacy is protected under article 17 of 
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the International Covenant on Civil and Political Rights (ICCPR). Because 

neurotechnologies can collect sensitive neural information, there is a significant risk 

to privacy. Additionally, article 18 of the ICCPR protects the right to freedom of 

thought - yet thought processes may be manipulated by neurotechnology. The right to 

non-discrimination is protected under articles 2 and 25 of the Universal Declaration of 

Human Rights. Without proper safeguards, the technology could develop biases which 

unduly impact specific groups. Besides, people with disability may face particular 

challenges of human rights due to neurotechnologies, as outlined in the Convention 

on the Rights of People with Disability—specifically regarding insufficient 

protections when their implants are decommissioned or rendered redundant. Young 

people and children may be particularly vulnerable to any side effects of long-term 

use of neurotechnologies, given that their minds are still developing. Therefore, it is 

essential to prioritize the best interests of children during the application of 

neurotechnology, in accordance with article 3 of the Convention on the Rights of the 

Child. The project also explores immersive technologies, military applications and the 

use of neurotechnologies in the criminal justice system. 

 

Figure 57 Protecting Cognition: Background Paper on Human Rights and Neurotechnology 

 

Dr. Jiangbo Pu, an Associate Professor at Chinese Academy of Medical Sciences 

and Peking Union Medical College, delivered a presentation that explores the ethical 

implications of neurotechnology as detailed in UNESCO's International Bioethics 

Committee report. Highlighting the potential of neurotechnology in treating mental 
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and neurological disorders (see Figure 58), it also addresses ethical concerns related 

to brain access and manipulation (see Figure 59). Key areas covered include 

neuroimaging, neurodevices, brain-computer interfaces, and AI in neuroscience (see 

Figure 60), emphasizing principles such as mental integrity, human dignity, personal 

identity and psychological continuity (see Figure 61-Figure 65). 

 

Figure 58 Definiton and types of neurotechnology 

 

 

Figure 59 Neuroethics 
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Figure 60 Typical categories 

 

 
Figure 61 Mental integrity and human dignity 
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Figure 62 Personal identity and psychological continuity 

 

Figure 63 Personal identity of children and adolescents 
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Figure 64 Autonomy and informed consent 

 

Figure 65 Mental privacy 

In addition to individual rights, neurotechnology raises challenges related to 

accessibility and social justice. Since there is a higher incidence of neurological and 

mental disorders in populations living in poverty. There may be increasing demand for 

the medical applications of neurotechnology among these populations. However, 

access to these advanced neurotechnologies is uneven, with a higher concentration in 

affluent regions and limited availability in low-income areas. This disparity could 

exaggerate existing inequalities, as those who have access to neurotechnology might 

gain cognitive or physical advantages over those who do not, particularly in regions 

with inadequate healthcare infrastructure. It is essential to ensure that these 

neurotechnologies are distributed equally and used responsibly to prevent 

exacerbating social inequalities. Embracing the principles of responsible innovation is 

crucial, including ensuring public accountability, inclusiveness, representativeness, 
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enforceability and active participation during the process of both design and 

application. To achieve equitable access to neurotechnologies, effective governance of 

data-sharing practices is also necessary. Moreover, risks associated with 

neuro-cognitive enhancement are addressed in Figure 66. 

 
Figure 66 Neuro-cognitive enhancement 

 

The presentation examines clinical ethics and research ethics (Figure 67 and 

Figure 68) in the context of neurotechnology, highlighting the importance of informed 

consent. The rise of neurotechnology, which has the potential to intervene in brain 

activities, raises significant challenges regarding consent to the use of brain data. 

Brain data (neural data) include data relating to brain structure and neural activity. 

While human beings typically have the capacity to consciously filter the flow of 

information and decide which portions they wish to share and not share, 

neuroimaging technology may compromise this mental privacy, allowing for the 

extraction of brain data without a person's awareness. Moreover, decoding of the brain 

may produce neural data that involve not only conscious thoughts but in fact all brain 

activity, and this could be subject to commodification. Brain data is a much 

sought-after commodity which carries the risk of possible de-identification, hacking, 

unauthorized re-use of information, and digital surveillance. The predictive value of 

some neural data (for instance, brain imaging) calls for further precautions. Brain data 

obtained through neurotechnology should be used with proper informed consent. This 

consent is predicated on the ability of individuals to make free and competent 

decisions, but in the context of neurotechnology, the technology itself may interfere 

with such capacity. Additionally, information and understanding prior to consent is 

often unknowingly incomplete since consenting individuals ignore or have difficulties 

grasping which and how much data they are giving up, how these data are being used 

and what might be learned by third parties about these data. These concerns raise 

important questions about whether the traditional informed consent instruments and 

guidelines are adequate for the uses of neurotechnology and if there is a need to 

provide additional safeguards to protect confidential information or what are known 

as 'informational privacy' and 'brain privacy' given their exceptionally sensitive 
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nature. 

 

Dr. Jiangbo Pu concluded with recommendations for responsible innovation (see 

Figure 69) and public engagement (see Figure 70), emphasizing the necessity for 

aspects like privacy through standardized design, equality, proper informed consent, 

and scrutiny of uses of neurotechnology to ensure that human rights are 

protected  alongside the development of neurotechnology (see Figure 71 and Figure 

72). 

 

 

Figure 67 Clinical ethics 

 

Figure 68 Research ethics 
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Figure 69 Responsible innovation 

 

Figure 70 Engaging with the public and industry 

 

Figure 71 Standardization 
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Figure 72 Recommendations 

Maria Cristina Gaeta, a Lecturer (RTD-A) in Private Law at the Suor Orsola  

Benincasa University of Naples, presented on the topic of “BCI devices and their 

legal compliance: standardization challenges”. The Research Centre in European 

Private Law (ReCEPL), developing research itineraries on the relationship between 

law and new technologies, has conducted research in the field of BCI. The main 

objective of this research is to protect human beings and their rights in the digital 

environment, since this environment places them in a position of vulnerability 

(technological vulnerability). To achieve this, it is necessary to verify and measure the 

risks that can arise from these new technologies, and guarantee the ethical and legal 

compliance by design of the BCI application under an anthropocentric point of view, 

underling the legal importance of standardization. The research employs multiple 

methods, including: critical analysis of the legal state of the art (hard law and soft law, 

judicial decisions, literature, research studies and standards); 

Human-Machine-Interaction and User Experience approach (HMI&UX); Empirical 

Legal Studies (ELS); and technical and technological regulation based on 

measurement. Additionally, impact measurement of AI, which is also applicable to 

lots of BCI technologies, in Italy (see Figure 73 and Figure 74) and Europe (see 

Figure 

75
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) 

was discussed.  

Three objectives of the assessment concerning trustworthy AI are outlined in 

Figure 76. Following that, a critical analysis of the main legal issues, including safety, 

privacy, and cybersecurity issues related to BCI devices and their legal compliance is 

discussed (see Figure 77, Figure 78 and Figure 79). Further details can be found in 

related papers (see Figure 80). 

 

 

Figure 73 Italian Strategy for AI 
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Figure 74 Italian AI bill 

 

 

Figure 75 EU AI Act 
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Figure 76 Three objectives of the AI assessment 

 
Figure 77 Safety issues related to BCI 
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Figure 78 Privacy issues related to BCI 

 

 
Figure 79 Cybersecurity issues related to BCI 

 

Figure 80 Papers discussing the critical analysis of the main legal issues related to BCI 
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devices and their legal compliance 

 

Standardization in the area of BCI for Information and Communication 

Technology (ICT), is essential to enable lawful ethical and robust communication and 

interaction between brain and computers. Nevertheless, the standardization of BCI 

technology worldwide is still in its infancy currently, lacking unified and reliable 

systems. Standardization is important to protect consumers and support companies in 

the expanding BCI market, as it can improve safety, privacy, cybersecurity, 

interoperability, and accessibility. Compliance to BCI safety standard, BCI privacy 

standard, and BCI cybersecurity standard constitutes the structure of the tool 

prototype which is being developed at the Research Centre in European Private Law 

to measure the impact of BCI devices on human rights (see Figure 81).  

 

Figure 81 Structure of the tool prototype to measure the impact of BCI devices on human 

rights 

 

In conclusion, the current legal framework does not provide for specific 

regulation of BCI (in particular in relation to security, privacy and cybersecurity). A 

preventive legal analysis of BCI devices and related risks is necessary in order to 

avoid situations of ‘technological vulnerability’. An innovative but necessary 

approach to a proper techno-regulation is needed to guarantee the ethical and legal 

compliance of BCI applications. Hybridization of knowledge is essential for effective 

measurement and regulation in this context (see Figure 82).  
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Figure 82 Measurement and regulation in the perspective of the hybridization of knowledge 

3.6  Standardization projects of BCI data 

BCI data comprises neural signals collected from the brain, serving as the 

foundation for brain-computer interface systems. This data holds immense 

significance as it enables the translation of brain activity into actionable commands, 

facilitating communication between the brain and external devices. 

BCI is classified into two categories based on how neural signals are recorded: 

non-invasive BCI and invasive BCI (see Figure 83). Invasive BCI data formats are 

designed to capture and interpret neural signals obtained directly from the brain using 

implanted electrode arrays that are positioned close to target neurons in the cortex or 

deep brain structures, using techniques such as electrocorticography (ECoG) (see 

Figure 84). Typically, these electrode arrays are surgically implanted within the 

cranial cavity, specifically targeting regions of the brain's cortex where neural activity 

associated with motor control, sensory perception, or other cognitive functions is 

localized. In contrast, non-invasive BCIs collect neural signals from the surface of the 

scalp or other external points on the body without the need for surgical intervention or 

direct penetration into the brain tissue, using techniques such as 

magnetoencephalography (MEG), fMRI, functional near-infrared spectroscopy 

(fNIRS) and EEG (see Figure 85Figure 85). Figure 86 provides a summary of 

important milestones and representative developments in this area. 



48 
 

 

Figure 83 Different methods for electrical activity of brain recordings. 

 

Figure 84 Examples of invasive BCI data formats: ECoG involves placing electrode arrays 

directly on the surface of the brain's cortex, beneath the skull. 

 
Figure 85 Non-invasive BCI 
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Figure 86 The historical timeline for major breakthroughs and representative developments in 

invasive BCI. 

Professor Young-Im Cho, a member of the Faculty of Computer Engineering and 

convenor of ISO/IEC JTC 1/SC 43 WG 5, presented current standardization projects 

of BCI data developed under JTC 1/WG 5. Terms of reference and relationships of 

WG 5 with other WGs in ISO/IEC JTC 1/SC 43 are illustrated in Figure 87.  

BCIs hold immense potential across various fields, from neurorehabilitation to 

human-computer interaction. However, the lack of standardized data formats for 

non-invasive BCI technologies poses significant challenges to data sharing, 

integration, and analysis. A standardized data format that harmonizes metadata and 

data structures across multiple non-invasive is essential for ensuring that data from 

different modalities like EEG, MEG, fNIRS, and fMRI are easily comparable and 

interpretable (see Figure 88 and Figure 89). In the block diagram, standardized 

non-invasive data formats serve as the backbone that facilitates seamless 

communication and interoperability between the different blocks of the BCI system. 

These formats ensure that data collected from various non-invasive BCI devices, such 

as EEG, MEG, or fNIRS, adhere to consistent structures and conventions, enabling 

easy exchange and integration. The lack of standardized formats results in the 

following problems:  

⚫ Fragmentation: Without standardized formats, data collected from different 

BCI devices often adhere to proprietary or ad-hoc formats, leading to 

fragmentation within the BCI ecosystem. 

⚫ Data Silos: In the absence of standardized formats, researchers and 

institutions tend to maintain proprietary data formats, resulting in isolated 

data silos. 

⚫ Technical Barriers: Converting and interoperating between diverse data 

formats is technically challenging and resource-intensive.  

⚫ Reproducibility Concerns: The lack of standardized data formats undermines 

research reproducibility and the validity of scientific findings. 
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Standardizing BCI data formats for non-invasive methods involves establishing 

uniform specifications for organizing, storing, and exchanging data collected from 

non-invasive BCI technologies such as EEG, MEG, fNIRS, and fMRI. This 

standardization ensures consistency and compatibility across different BCI systems, 

enabling seamless integration and analysis of data from various sources (see Figure 

90). ISO/IEC TS 27571 ED1, Information technology — Brain-computer interfaces — 

BCI data format for non-invasive brain information collection, provides the definition 

of basic data elements, technology-specific information and metadata, design of an 

extensible and modular data structure, specification of metadata and annotation 

information, and the development of a standardized data format and naming 

convention for BCI data files (see Figure 91 and Figure 92). ISO/IEC TS 27571 ED1 

outlines a unified data format for Brain-Computer Interface datasets, utilizing a 

standardized naming convention that integrates details such as modality, subject ID, 

session, and task into a cohesive and accessible file structure, streamlining the 

organization and analysis of BCI data across different neuroimaging techniques (see 

Figure 93). Benefits of BCI data format are demonstrated in Figure 94.  

 

 
Figure 87 Relationship of WG 5 with WGs 

 

 

Figure 88 Non-invasive BCI data unified data formatting procedure 
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Figure 89 Data structures across multiple non-invasive BCI technologies. Source space 

connectivity patterns from EEG/MEG are extracted using a head model constructed based on 

MRI. 

 

 

Figure 90 The standardization ensures consistency and compatibility across different BCI 
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systems, enabling seamless integration and analysis of data from various sources. 

 
Figure 91 ISO/IEC TS 27571 ED1, Information technology — Brain-computer interfaces — 

BCI data format for non-invasive brain information collection 

 

Figure 92 Meetings for ISO/IEC TS 27571 ED1 

 

Figure 93 A unified data format for BCI datasets 
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Figure 94 Benefits of BCI data format 

Additionally, Professor Young-Im Cho gave a brief overview of PWI SC 43-3, 

Information Technology - Brain-computer Interfaces - Invasive BCI Multi-modal 

Neural Data format (see Figure 95). Related standardization groups are illustrated in 

Figure 96. The integration of multi-modal data is crucial in the development and 

enhancement of BCI. By combining information from various sources, researchers 

can gain a more comprehensive understanding of brain activities. This holistic 

approach allows for improved signal interpretation, leading to more accurate and 

responsive BCIs. Multi-modal data enhances the robustness of BCI systems by 

providing complementary insights that can mitigate the limitations inherent in 

single-modality approaches, leading to more accurate and effective BCI. PWI SC 

43-3 describes a standardized data format for invasive BCI, which includes the 

following types of data (see Figure 97 and Figure 98): 

⚫ Neural Data: The data format encompasses neural activities including sEEG, 

ECoG, LFP (local field potential), and Spike. The raw signals of sEEG 

(Stereoelectroencephalography), ECoG, and LFP can be represented as time 

series of unit data collected by one or more channels. 

⚫ Behavior Data: Behavior information plays a crucial role in understanding 

the relationship between neural activity and motor or cognitive tasks. It 

typically includes detailed records of the subject’s actions, responses, and 

cognitive states during experiments. 

⚫ Stimulation Data: Stimulation information details the parameters and 

protocols of external stimuli administered to the subject, including modality, 

intensity, duration, and timing. 
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⚫ Feedback Data: Feedback information refers to the multi-sensory responses 

that guide and improve subject performance based on their neural activity. 

Feedback can be classified into continuous feedback, delivered at regular 

intervals, and discrete feedback. 

⚫ General Data: General data refers to information in the experiment that is not 

tightly coupled with time. It is indispensable for a comprehensive 

description of the experiment. 

 

 

Figure 95 Meetings for PWI SC 43-3 

 

Figure 96 Related standardization groups 

 

 

Figure 97 Invasive BCI multi-modal neural data format 
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Figure 98 Data type definition  
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